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1. INTRODUCTION

Over the years, the global Internet has been the
principal communication medium for people
globally. The diversity of its applications has
made it extremely popular among people from
various fields of application, from business
enterprises to  educators,  healthcare
professionals, and industry personnel.
However, the traditional Internet cannot
facilitate autonomous communication of
connected devices. Further enhancement of the
global Internet, often termed the Internet of
Things (IoT), considered the future Internet,
could successfully establish autonomous
communication among billions of smart
wireless resource-constrained devices
connected to the IoT environment [1]. As
experts reveal, in 2025, 30 billion smart devices
will be connected to the IoT environment. The
heterogeneity = and  resource-constrained
features of such IoT devices make them
extremely vulnerable to external attacks
launched by malicious attackers [2]. Hence, it
becomes essential to devise robust security
mechanisms for ensuring secure
communication among the devices connected
to the IoT environment. The services provided
by IoT are useful in real-time and essential
from various operational points of view.
Manufacturers, supply chain organizers, and
various utility companies mostly rely on IoT
services, often called operational technology
(OT). An Industrial Control System (ICS)
necessarily  extends this operational
technology. The underlying architecture of ICS
is depicted in Fig.1. The basic components of
ICS are firmware, microcontroller,
battery/power, internal memory, external
storage, motion sensors, connectivity stack,
protective  services, and authentication
services. Firmware represents a read-only
memory that supports low-level control over
the ICS hardware components. The
microcontroller is the central component of

ICS, i.e., a processor necessary for running the
software. Battery stores the required power to
support operating the ICS and receive power
from external sources. Internal memory is used
for storing the relevant programs and the data.
External storage is used to store the necessary
information for an extended period. Such
information includes the IoT device location,
the connected devices, and user data [3].
Motion Sensors represent a combination of
hardware and software to track the device’s
movement. The connectivity stack is intended
to provide network connectivity, such as Wi-Fi,
Bluetooth, and Zigbee. Authentication Services
enable the IoT device to verify and validate its
users. The Protective Services are responsible
for protecting the device from possible external
attacks.

( Firmware

Motion Microcontroller Connectivity
Sensors Stack
Power
Management
Bdligy Storage
Power

Fig.1 Architecture of Industrial Control
System.

Protective

Services

An IoT ecosystem comprises software
developers, hardware engineers, network
connectivity, platforms, data analysts,
scientists, IT workers and managers,
cybersecurity workers and managers, and
Artificial Intelligence (AI) and Machine
Learning (ML). It is necessary to create
relevant IoT solutions, thereby managing
various devices. Cybersecurity threats on IoT
ecosystems, i.e., present a major challenge for
efficient implementation of such systems, have
increased over the years. The attackers may
compromise sensitive information shared
between communicating devices, leading to a
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communication failure. Hence, it needs a
robust security mechanism to overcome such
cybersecurity attacks. Furthermore, since IoT
devices are extremely resource-constrained,
implementing complex security algorithms is
not viable. Cryptographic security algorithms
can be very useful for such scenarios. Advanced
Encryption Standard (AES) based
cryptographic algorithms are widely used by
researchers to provide security for lightweight
IoT devices. In the present work, the AES-128
block cipher was used for key generation for
security provisioning of the IoT systems. The
present work focused on minimizing packet
loss during communication between IoT
devices using the AES-128-based security key
generation scheme. The experimental results
showed that 98% of packets are successfully
communicated between the end user IoT
devices. The remaining parts of the paper are
organized as detailed below. Section 2 includes
the aspects relating to IoT cybersecurity and
associated issues and challenges. Related work
about IoT cybersecurity is covered in Section 3.
The proposed model is discussed in Section 4,
and the analysis of experimental results is
discussed in Section 5. Section 6 concludes the
paper along with probable extensions
suggested for future work.

2. 10T CYBERSECURITY
Cybersecurity issues have become a major
concern for various enterprises, especially
financial institutions. With a growing number
of cybercrimes, relevant solutions for
preventing such attacks become essential to
protect the functionality and the enterprises’
properties. Several cybersecurity threats that
emerge from the improper development of IoT
devices and lack of security provisioning are
detailed below.
Service Disruption: results from
manipulating an IoT device to make a desired
service unavailable.
Data Theft: It refers to a situation where a
malicious attacker may tend to improperly
access the personal information of a user, such
as a user account, addresses, and phone
numbers.
Data or Service Manipulation: In such a
case, the attacker may modify the settings of an
IoT device, causing loss of service and damage
to the device.
Non-compliance refers to the violation of
regulations as imposed by the government
designed to protect user’s privacy.
Malicious attackers may also launch various
malware activities to compromise the policies
of various enterprises. A few probable solutions
can be incorporated to overcome the issues and
challenges related to cyber security in the IoT
environment:-
1- Enhancement of device monitoring:
Implementing intrusion detection systems

(IDS) and security information and event
management (SIEM) and  sharing
information = among  host  devices
significantly resolves cyber threats on IoT
devices. As a result, it becomes feasible to
profile the cyber attackers and get
protected from possible attacks on the
devices.

2- Addition of security features: Security
features like encrypted stored and
communicated information can ensure
privacy. Also, powerful authentication
schemes can be introduced to control the
connections fully. The IoT traffic
segmentation can assist in Dbetter
management of the IoT traffic.

3- Compliance with IoT and ICS Standards:
Various cybersecurity standards and
necessary recommendations for the
manufacturers of IoT devices have been
published by the National Institute of
Standards and Technology (NIST) that
need to be complied with by enterprises to
make the security system robust in any
circumstance.

The present research paper focuses on the

secure authentication of IoT devices using an

end-to-end encryption scheme detailed in

Section 4.

3.RELATED WORKS

A large spectrum of research work on
cybersecurity can be observed. Ref. [4]
proposed an approach to predicting security
attacks using Hidden Markov Models (HMM),
establishing an expert system operating on
large network datasets. Here, HMM was used
by the authors to distinguish among three
states: security attacks, unsure, and no attacks.
The authors split the dataset into three clusters.
The experimental observations were extremely
encouraging compared to other existing
approaches. The Cyber Security Operations
Centre (CSOC) is a necessarily horizontal
technological process inherently responsible
for managing various security-related
activities, such as detecting and identifying
security threats on devices, their management,
coordination, and analysis. Further, cyber
onboarding is the process of setting up the
devices to make it possible for CSOC to track
and manage the security threats on the device.
CSOC and cyber onboarding have been used by
[5] for the successful identification and
management of security attacks incoming to a
device. A cyber-obanking security framework
has been proposed by the [6] and specifically
focused on the cyber-attacks on financial
institutions in the African region. The authors
proposed boundary security and applied
security approaches to protect from cyber-
attacks. A detailed discussion of various issues
related to IoT cybersecurity and regulations has
been conducted by [7] to facilitate a better
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understanding of security threats on IoT
devices. A cyber security testbed has been
proposed by [8]. The authors relied on the
existing testbeds and presented the work as a
case study, thereby claiming the utility of such
testbeds with experimental verifications.
Various security threats, related issues, and
challenges in the context of IoT-based
environmental monitoring systems have been
encompassed in the research work presented
by [9], which helps security professionals
explore various security aspects of IoT systems.
Timely knowledge acquisition of information
about various cyber-attacks and security
threats is necessary to overcome such issues
and keep them in view. Ref. [10] presented the
design principles addressing the related issues
and challenges of cyber threats in small-scale
IoT projects. The integrated cyber supply chain
platforms are often affected by various
cyberattacks, imposing a major challenge for
the organization in securing the data. This issue
has been comprehensively addressed by [11].
The authors developed a capability maturity
model to develop awareness regarding cyber-
attack threats evolving around Industrial IoT
(IToT) enabled supply chain processes. Ref. [12]
proposed a few recommendations to counter
the threats to the UK Critical National
Infrastructure (NIS) in the context of cyber
security measures. A 32-bit  AES
encryption/decryption architecture for
utilization in IoT infrastructure for security
provisioning is addressed in [13]. The authors
presented a low-cost architecture called LC-
FRAES, which is fault-resilient and can be used
for data path and key expansion unit sharing
the resources between the encryption and
decryption  processes. An  AES-based
cryptographic  algorithm  for  security
provisioning in IoT communication using
MQTT communication protocol has been
proposed by [14]. An  AES-based
encryption/decryption keys were exchanged
between the subscriber and the client through
the broker device, which significantly enhanced
the security aspect of the IoT communication.
Identification of attacks in the IoT environment
and mitigation of them using filtering and
patches method has been proposed by [15]. The
authors implemented an AES-based encryption
mechanism, claiming that the proposed
scheme could successfully address DoS attacks
for many IoT devices and other miniature
devices. Another AES-based encryption
scheme for ensuring IoT security using the
ESP32 module was proposed in [16]. In this
approach, data are received by a card created
and developed by the Espressif Systems
(ESP32) module; then, it is encrypted and sent
to the authorized receiver. AS claimed by the
authors in their research work, this scheme was
robust enough to provide security to IoT

devices with minimal resources. A hardware
representation of the AES algorithm for
generating an encryption/decryption key for
IoT security provisioning was proposed in [17].
It used an AES 128-bit block cipher to generate
the encryption/decryption key that was robust
enough to provide security for the IoT
communication. A model based on AES-256
and Secure Hash Algorithm-256 (SHA_256)
was proposed by [18] for IoT security
provisioning. The data generated by IoT
devices were encrypted using AES-256 with a
symmetric key generated using SHA-256, and
subsequently, ciphertext was created. Then, the
created ciphertext was added to the MQTT at
the security layer, which enhanced the security
aspect of IoT communication using MQTT. An
IoT model based on a Lightweight Intrusion
Detection System (LIDS) has been proposed by
[19]. It employed a deep learning strategy using
a Multi-layer Perception (MLP) Network. LIDS
provides higher-level security, thereby
exhibiting high speed in detection, and can
handle some of the MQTT communication
protocol features. The proposed IoT model was
tested over the MQTT dataset for training the
model and its validation. The experimental
results exhibited that the deep learning
approach efficiency improved the intrusion
detection accuracy for the proposed IoT model
by 3-5% compared to other existing IoT
models.

4. PROPOSED MODEL

In this paper, the secure authentication of
devices on IoT was addressed. As depicted in
Fig.2, the sending IoT device communicates
with the receiver IoT device through a gateway
acting as a broker. At the beginning of
communication, the sender sends a control
packet that holds the encryption/decryption
key generated using Advanced Encryption
Standard (AES) to the gateway that further
forwards it to the authenticated receiver [19].
The control packet holds the RFID of the
receiver. On receiving the packet, the receiver
caches the key and then acknowledges it to the
sender via the gateway. As a result, a
presumably secure connection would be
established between the desired sender and
receiver devices. Then, the data
communication session begins. Every data
packet is routed through the gateway that
verifies the destination address and then
delivered to the authenticated receiver. On
receiving the data packet, the receiver decrypts
the received data using the key received initially
and then caches the data. This process
continues until the entire dataset is
communicated to the receiver. It should be
noted that since the data packets are encrypted,
external hackers cannot access or modify them.
After the data communication session is
accomplished, the connection is terminated.

jTikrit Journal of Engineering Sciences | Volume 30 | No. 4 | 2023

TRy 20



https://tj-es.com/

j Ahamd Khader Habboush, Bassam d Elzagh: 1, Binod Kumar P

dra Pattnaik, Rami Ahmad Haboush / Tikrit Journal of Engineering Sciences 2023; 30(4): 153-158. :‘

The process of communication is depicted in
Fig.3.

Receiver

mTERN7/ /

Gateway

A

Sender

Fig.2 IoT Environment.

Sender Broker Receiver
Establishment \
of Connection \..
\ PR
Data Session { \t Q
< — ]
Termination of

Fig.3 Data Communication on IoT.

In the present study, an AES 128 block cipher
generated the encryption/decryption key [20].
Data communication was secure and faster
because the encryption and decryption were
conducted using the same key.

5.EXPERIMENTAL RESULT ANALYSIS
The simulation work has been conducted using
a SimpleloT Simulator implementing the
MQTT communication protocol with two
mobile devices as sender and receiver. AES 128
has been used to  generate the
encryption/decryption key, which was the
same for encryption and decryption. The
mobile devices were connected to the IoT
broker using Bluetooth wireless. The results
showed that 98% of data between the sender
and receiver were securely communicated, with
the data integrity maintained. The proposed
encryption/decryption scheme was proven
robust under any circumstances.

6.CONCLUSION AND FUTURE WORK

The IoT environment, being a heterogeneous
environment, is often prone to cyber-attacks
from external hackers. Among various other
issues, proper authentication of IoT devices can
significantly protect the IoT devices from
cyber-attacks. In the present research work, an
end-to-end encryption scheme was proposed to
secure communication on IoT, protecting the
environment from probable -cyber-attacks.
Although the AES 128 block cipher was used for

key generation, the existing work can be
extended by lightweight block ciphers,
significantly enhancing the IoT system
efficiency.
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